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How To Vet A Dating-App Match Without Giving Up
Privacy

Plain-English how-to. ~30 minutes per match. Verify identity, spot red flags, and meet safely without handing
over your address book.

Dating apps are a public square for scammers. The FTC reports billions of dollars lost annually to romance
scams, with the median individual loss in the thousands and the largest individual losses in the hundreds of
thousands. Tinder, Bumble, Hinge, Match, and the smaller platforms all have meaningful scammer
populations, with profile-verification systems that catch some but miss many. The combination of emotional
vulnerability, dating-app data minimization (you can't easily see who someone really is), and the platform's
incentive to keep users matching means individual users are largely responsible for their own vetting.

The threat shape has shifted significantly in the last few years. Old-school romance scams (fake American
soldier deployed overseas asking for emergency money) still exist but are joined by sophisticated
'pig-butchering’ operations: scammers cultivate a relationship over weeks or months, build trust, then pivot to a
fake cryptocurrency investment opportunity that drains the victim's savings. Al-generated profile photos,
deepfake video calls, and ChatGPT-fueled flirty messaging have made these operations dramatically more
convincing. The 'obvious scammer’ tells are mostly gone.

Vetting a match isn't just about avoiding scammers, though. It's also about controlling how much of yourself
you expose before you actually know someone. Sharing your real phone number, your home address, your
work, your last name, or your photos with someone you've matched with on Tuesday and haven't met yet is a
privacy and safety risk regardless of whether they're a scammer — they might be a stalker, an ex of someone
you know, someone with a history of harassment, or just someone who turns out badly. The verification habits
in this guide protect both against fraud and against escalation by a real-but-problematic person.

The principle behind safe vetting is layered disclosure: every additional piece of personal information shared
comes after the relationship has earned it. Reverse image searches, video verification, and identity checks
happen early. Phone numbers happen after several days of conversation and a verified video. Last names,
workplaces, and home neighborhoods happen after meeting in person. Address-level information happens
later still, if at all. The order matters because each step is reversible if you skip them out of order.

Most dating-safety advice is either useless (‘trust your gut!) or fearmongering (‘everyone on Tinder is a
scammer!"). Useful safety practice is concrete: a specific sequence of verification steps, a specific list of red
flags, specific tools for reverse image search, and specific rules about what to share when. Combined, these
practices catch the vast majority of bad actors without making you paranoid about everyone.

By the end of this guide you'll know how to reverse-image-search any profile in under two minutes, the five red
flags that should end a conversation immediately, how to verify someone's identity without doxing yourself, the
layered-disclosure rules for phone numbers / addresses / last names, and the first-date safety checklist that
keeps the meeting itself safe. The setup is per-match, takes about thirty minutes, and works on every major
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Quick snapshot

What you'll learn Reverse image search, identity verification, red flags, layered disclosure, and
first-date safety.

Skill level Beginner-friendly

Time required 30 minutes per match initially

What you'll need Phone, browser, optional Google Voice / Hide My Email aliases
Risk if you skip this Romance scam, identity theft, stalking, doxing, physical harm
PDF kit m Download at the bottom of this page

Why thismatters

FTC reports billions lost annually to romance scams. Median individual loss in the thousands; worst losses in
the hundreds of thousands. Pig-butchering scams — long-con romance scams that pivot to fake crypto
investment after weeks of trust-building — are the fastest-growing variant and now account for a meaningful
fraction of all reported romance-fraud dollars.

Al-generated photos, deepfake video, and ChatGPT-fueled conversation have made scammers much harder
to spot. Old tells are mostly gone. Profile photos can be entirely synthetic with no reverse-image-search hit.
Conversation can sustain weeks of chemistry-feeling exchange. Video calls that previously broke the scam can
be defeated by real-time deepfake systems. The arms race has shifted away from detecting the fake and
toward verifying through channels the fake can't fake.

Vetting also protects against non-scammer risks: stalkers, harassers, abusive exes, doxers. Privacy is
dual-purpose. The same layered-disclosure habits that block romance scammers also block someone who's a
legitimate person but turns out badly — the over-eager, the unstable, the violent. You don't have to choose
which threat to defend against; the same defenses work.

Beforeyou start

Set up a Google Voice number or use Hide My Email aliases for early-stage contact. Real phone number only
after several days plus verified video. Google Voice is free and gives you a US number you can disconnect if a
match goes sideways.

Have access to reverse-image search (Google Lens, TinEye) on your phone. Both are free, both work in
seconds, and they catch a large fraction of fake profiles in the first 60 seconds of inspection.

Have a friend you can share match info with — a 'safety buddy' for first dates. They should know who you're
meeting, where, when, when you arrive, and when you've left. This single habit is the difference between most
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safe first dates and most unsafe ones.

Step 1 — Reverseimage sear ch every profile photo

Save profile photos. Run each through Google Lens and TinEye. Look for: same photo on Instagram with a
different name, stock-photo origin, photos appearing on scam-warning sites.

If photos appear elsewhere with different identity info, the profile is fake. Unmatch immediately.

Step 2 — L ook for thefivered flags

1. Refuses video call after first week. 2. Asks for money for any reason. 3. Steers conversation to crypto /
investment opportunities. 4. Pushes for off-platform messaging immediately (WhatsApp / Telegram). 5.
Inconsistencies in basic story (job, location, family).

Any one is concerning. Two or more is conclusive. Unmatch and report to the app.

Step 3— Ingsist on live video verification befor e sharing personal info

A live video call is the single most useful verification. Deepfake video exists but is hard in real-time; ask them to
wave, make a specific gesture, or change angles.

Refusal to video after multiple weeks is conclusive. Do not share phone, last name, or address before video
verification.

Step 4 — Uselayered disclosure for personal info

Phone: Google Voice or Hide My Email alias for the first weeks. Real number only after video and trust.

Last name: not until first in-person meeting. Address: never until well-established. Workplace: not until you've
met.

Step 5— Usethe app'sin-app calling and messaging early
Most apps offer in-app voice / video before exchanging numbers. Use this — it keeps your real number private.

Off-platform messaging requests early are a red flag. Stay in-app until you're comfortable.

Step 6 — Cross-check identity claims

LinkedIn search for claimed employer + name. Social media search for the claimed name in their claimed city.

Total absence of any online presence is a yellow flag. Total presence with mismatched details is a red flag.

Step 7 — Plan thefirst meeting safely

Public place, daytime if possible, at least mid-week so weekend safety is easier. Share location with safety
buddy.
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Drive yourself or take your own rideshare. Tell the safety buddy when you arrive and when you leave.

Step 8 — Trust your gut and exit gracefully

Anything off-feeling is sufficient reason to end the date or block the match. You don't owe an explanation. The
most consistent finding in safety research is that survivors of bad encounters almost always sensed something
off beforehand and overrode it out of politeness. Don't.

If you feel unsafe during a meeting, the bartender or staff at most venues will help — 'angel shot' codes exist at
many bars (ordering an 'angel shot' or ‘angel shot with ice' signals discreet help). Look up your local venue's
policy before the date. Most cities have at least one publicized program through the police department or
hospitality association.

PRO TIP

Video Verify, Layered Disclosure, Safety Buddy.

Live video before any personal info. Ask for specific gestures to defeat deepfakes.
Phone via Google Voice / Hide My Email until trust is established.

Last name + address + workplace only after in-person meeting and trust.

First date in public, daytime, with safety buddy tracking your location.

|f you want to go further: power-user upgrades

Power -user upgrade #1 — Background-check service for serious matches

BeenVerified, Spokeo, or similar — paid public-records aggregators. Useful before getting serious.
Trade-off: $20-30 subscription.

Power -user upgrade #2 — Separ ate phone for dating

Cheap prepaid phone used only for dating-app contacts. Cleanly separable.
Trade-off: extra device + plan.

Power -user upgrade #3 — VPN + privacy browser for dating

Reduces correlation between dating profile and other accounts.

Trade-off: VPN subscription.

Making Sense Of Security MakingSenseOfSecurity.com/how-to/dating/vet-dating-match

Practical Cybersecurity, Made Smple. msos-howto-vet-dating-match-full.pdf - Page 4




DATING

|: Making Sense Of :| How-To

SECURITY

Power -user upgrade #4 — Hide social media from non-friends

Lock down Instagram and Facebook before app use. Limit what a scammer can build a profile from.
Trade-off: privacy setting time.

Power -user upgrade #5 — Subscribe to scam-war ning communities

r/'Scams, romance-scam Facebook groups document new tactics. Updates your radar.

Trade-off: occasional reading.

Power -user upgrade #6 — Use platformswith stronger verification

Hinge, Bumble, Match offer photo verification. Use platforms with stronger anti-scam tools.

Trade-off: smaller user base.

Common mistakes & pitfalls
Mistake — Mistake

Fix — Sharing real phone number in the first message. Use Google Voice or Hide My Email.

Mistake — Mistake

Fix — Skipping video verification because 'they seem nice.' Video is the single most useful verification.
Mistake — Mistake

Fix — Moving off-platform too early. Stay in-app until video and trust.

Mistake — Mistake

Fix — Sending money for any reason. No legitimate match needs money from you.

Mistake — Mistake

Fix — Investment / crypto opportunities from a match. 100% scam, no exceptions.

Mistake — Mistake

Fix — First meeting at home (yours or theirs). Public, daytime, safety buddy informed.

Protips

Pro tip 1. Reverse image search every photo before the first message.
Pro tip 2. Google Voice numbers are free; use them for the first weeks.

Pro tip 3. Bumble photo verification is the most reliable in-app check.
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Pro tip 4. Share match details (hame, photo, meeting plan) with a safety buddy.

Pro tip 5. 'Angel shot' or similar codes work at most bars — Google your local venue's policy.

Frequently asked questions

How do | do areverseimage search?

Google Lens or TinEye on phone, drag-and-drop on desktop. Takes under a minute per image.

What's pig-butchering?
A long-con romance scam that pivots to a fake crypto investment after weeks of trust-building. Now the largest
single category of romance fraud.

Should | use my real name on dating apps?

First name is fine; last name no. Last name comes after meeting.

What if they ask for money for 'an emergency'?

No legitimate match needs money. Unmatch. Report.

Arevideo degpfakes a real problem now?

Increasingly yes. Live video with specific gestures still defeats most. Refusing video is a red flag.

Isit paranoid to do all this?

Layered disclosure is not paranoia; it's the standard people use professionally. Apply it to dating.

What if | already shared too much info?

Tighten what you can (block, change number if needed) and proceed cautiously. Future matches: better
defaults.

Quick recap — do thesein order
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DO THIS RIGHT NOW

The 8-step recap.

Reverse image search every photo before responding.

Stay in-app for messaging until video verification.

Video call with specific gestures before exchanging real phone numbers.
Use Google Voice / Hide My Email for early-stage phone contact.
Cross-check identity claims on LinkedIn and social.

Plan first meeting in public, daytime, with safety buddy informed.

Trust your gut; exit gracefully if anything feels off.

Never send money or invest with a match. Ever.

Mini glossary

Pig-butchering: Long-con romance scam pivoting to fake crypto investment after weeks of trust-building.
Catfish: Person using fake or stolen photos to misrepresent identity on dating apps.

Reverse image search: Finding other places a photo appears online — Google Lens, TinEye.

Hide My Email: Apple alias that forwards to your real inbox without exposing it.

Google Voice: Free US phone number that forwards to your real number.

Photo verification: In-app feature where the app confirms a profile matches a live selfie.

Safety buddy: Trusted friend you share dating-match info and meeting plans with.
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