
How-To
SECURITY TRAINING

Making Sense Of Security
Practical Cybersecurity, Made Simple.

MakingSenseOfSecurity.com/how-to/business/train-employees-phishing
msos-howto-train-employees-phishing-full.pdf · Page 1

SECURITY TRAINING

How To Train Employees To Spot Phishing
Plain-English how-to. ~60 minutes to set up; 20 minutes per quarter to run.

Annual compliance training that nobody remembers is a waste of everyone's time. Real phishing defense
comes from short, frequent practice with realistic examples, a no-blame reporting culture, and visible follow-up.

Phishing is the entry point for over 80% of breaches in small businesses. The technical defenses (DMARC,
MFA, anti-phishing rules) catch most of it; the rest depends on humans recognizing what slipped through.

By the end of this guide you'll have a quarterly 20-minute training rhythm, a free phishing-pattern library to draw
from, a one-click employee reporting button, and a metrics dashboard showing your team's improvement over
time.

Quick snapshot

What you'll learn Build a sustainable, effective phishing training program for a small team.

Skill level Intermediate · Owner / HR / IT lead

Time required 60 minutes setup, 20 minutes/quarter thereafter

What you'll need An hour of focused time, willingness to make mistakes safe to report

Risk if you skip this Successful phishing, BEC fraud, ransomware via clicked link

PDF kit ■ Download at the bottom of this page

Why this matters

Verizon's annual Data Breach Investigations Report consistently lists phishing in the top three breach causes.
For small businesses without a dedicated security team, the human layer is the most important defense.

Trained employees catch phishing daily. Studies show effective training programs reduce phishing
click-through rates from 25% to under 5% within 6 months — and reporting rates jump from 10% to over 70%.

The keys to effective training: short and frequent (20 min/quarter, not an annual 2-hour slog), realistic
examples (real screenshots, not stick figures), and most importantly, a no-blame reporting culture so people
surface real attacks instead of hiding mistakes.

Before you start
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Get buy-in from leadership. Phishing training works when the CEO/owner reports their own near-misses
publicly. Without modeling at the top, training feels like checkbox compliance.

Decide on a phishing-report channel. Either a dedicated email (security@yourdomain) or a 'Report Phishing'
button in Outlook/Gmail. The faster employees can report, the better.

Set up a no-blame rule: anyone who reports a click immediately is thanked, not punished. Hiding a click is the
only mistake.

Step 1 — Build the 4-pattern phishing library

Most phishing falls into 4 patterns: (1) Urgency from authority ('CEO asks you to wire money now'), (2) Fake
login ('Your password expires — click to reset'), (3) Attachment trap ('Invoice attached'), (4) Service
impersonation ('Your DocuSign / Dropbox / Microsoft account').

Collect 3 real examples of each pattern from your inbox or public sources (KnowBe4 blog, r/phishing). Save as
screenshots. This is your training library.

Step 2 — Run a 20-minute kickoff session

Slot 20 minutes on the calendar. Walk through the 4 patterns with your real examples. Show 1 clean email and
1 phish side by side — let the team spot differences.

End with the no-blame reporting rule and the report channel. Make the kickoff a team event (lunch optional,
all-hands setting).

Step 3 — Set up the 'Report Phishing' workflow

Gmail: Settings → Add-ons → install 'Report Phishing.' Microsoft 365: Built-in 'Report' button in Outlook.
Configure it to forward to security@yourdomain AND notify the user it was received.

Make reporting visible: every reported phish, share the catch (anonymized) on the team channel. Reinforce the
behavior you want.

Step 4 — Schedule quarterly 20-minute refreshers

Calendar invite: every 3 months, 20-min team meeting. Each session covers 1 new pattern variant (e.g.,
'voice deepfake CEO calls,' 'fake DocuSign,' 'BEC vendor switch') + 5 reported phishes from the quarter.

Keep the same format: real examples, what to look for, what to do. Don't introduce new ideas faster than the
team can absorb.

Step 5 — Run a simulated phishing test (optional but powerful)

Free tools (Gophish) or paid tools (KnowBe4, Hoxhunt) send simulated phishes. Track who clicks, who reports,
who ignores. Use the data to inform training.
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Critical: tests must be no-blame. Click-through training, not punishment. Track aggregate trends, not individual
scores.

Step 6 — Build a reporting culture

Every time someone reports a real phish, thank them publicly (in the team channel or all-hands). Every time
someone reports a simulated phish, thank them too.

Anyone who clicks and immediately reports? Thank them MORE. The goal is fast reporting, which limits
damage if a real phish hits.

Step 7 — Track the metrics

Three numbers: (1) Phish reports per month, (2) Simulated phish click rate, (3) Time-to-report. Review at
the quarterly session.

Goals after 6 months: 90%+ of simulated phishes reported, click rate under 5%, average time-to-report under
10 minutes.

Step 8 — Refresh the training library quarterly

Phishing patterns evolve. AI-generated phishes are getting better fast. Add 3 new examples to your library
each quarter to keep training current.

Subscribe to the FBI IC3 alerts and CISA's StopRansomware feed — these surface emerging patterns you can
incorporate.

PRO TIP

Reward Reporting. Punish Hiding.

Public thanks for every reported phish — real or simulated.

Anyone who clicks and reports gets the same treatment as a non-clicker.

Anyone who clicks and hides is the only problem.

Make the report button one click. Friction kills reporting.

If you want to go further: power-user upgrades

Power-user upgrade #1 — Use Gophish for self-hosted simulations
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Free open-source phishing-simulation tool. Send realistic tests, track click rates.

Trade-off: requires a server and setup time.

Power-user upgrade #2 — Subscribe to KnowBe4 or Hoxhunt

Commercial phishing simulation + training. Reduces ongoing time investment significantly.

Trade-off: $3-10/user/month.

Power-user upgrade #3 — Integrate phishing reports with your SIEM

Reported phishes feed into a log system; patterns surface automatically.

Trade-off: SIEM setup required.

Power-user upgrade #4 — Run a tabletop exercise quarterly

30-minute team scenario: 'CEO's email was just compromised. What do we do?' Builds incident response
muscle.

Trade-off: 30 min/quarter.

Power-user upgrade #5 — Add deepfake-voice training

AI-generated CEO voice calls are now common. Show your team a real example; train the verbal verification
protocol.

Trade-off: includes a slightly unsettling demo.

Power-user upgrade #6 — Get cybersecurity insurance with training requirements

Cyber insurance often requires documented training. Use it as both protection and forcing function.

Trade-off: insurance premium.

Common mistakes & pitfalls

Mistake — Once-a-year mandatory training that everyone clicks through.

Fix — Useless. Frequency matters more than length.

Mistake — Punishing simulated-phish clickers.

Fix — Kills reporting culture. Click = training opportunity, not punishment.

Mistake — Using generic stock-photo training videos.

Fix — Real screenshots beat cartoons every time.

Mistake — Hiding the leadership's near-misses.
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Fix — Visible mistakes from the top destigmatize reporting.

Mistake — No clear report channel.

Fix — Without a one-click report path, phishes never get surfaced.

Mistake — Not measuring improvement.

Fix — Without metrics, you can't tell training is working.

Mistake — Letting simulations get repetitive.

Fix — Same patterns every quarter = teaching the answer, not the skill.

Pro tips

Pro tip 1. Pin the 4-pattern cheat sheet in your team channel. Quick reference for everyone.

Pro tip 2. Share anonymized 'phish of the week' in team meetings.

Pro tip 3. Include 'phishing reported' as a positive metric in performance reviews.

Pro tip 4. Roleplay an inbound CEO-impersonation voice call in training — surreal but effective.

Pro tip 5. Add a quick onboarding session for new hires — first week, 20 minutes.

Frequently asked questions

How much should I spend on phishing training tools?

$0 works (Gophish + manual library). $3-10/user/month for KnowBe4 or Hoxhunt buys time and adds rich
analytics. Either path works.

Should we publish click rates by department?

Aggregate by team is fine. Never individuals — destroys the no-blame culture you need.

What if an executive keeps failing simulations?

Have a private conversation about why — often it's executive-targeted spear phishing they need extra training
for. Don't shame.

Do AI-generated phishes need different training?

Same patterns; better polish. Train on tone, urgency, verification — not grammar errors which are disappearing
fast.

How long until training reduces real phishing risk?

Reporting culture: weeks. Click rate reduction: 3-6 months. Sustained improvement: ongoing — phishing
evolves, so must training.
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Should remote workers train the same way?

Yes — and the report channel needs to work for them. Slack/Teams report buttons work well for distributed
teams.

Should I outsource the training entirely?

External providers run the simulation engine; you still need to lead the cultural piece (thanks, no-blame, visible
leadership). Don't fully outsource.

Quick recap — do these in order

DO THIS RIGHT NOW

The 8-step recap.

1. Build a library of 4 phishing patterns with real examples.

2. Run a 20-minute kickoff session.

3. Set up a one-click 'Report Phishing' workflow.

4. Schedule quarterly 20-min refreshers.

5. Run optional simulated phishing tests.

6. Reward reporting publicly; never punish clicks.

7. Track reports, click rate, time-to-report.

8. Refresh the library quarterly with new patterns.

Mini glossary

Phishing: Tricking users into clicking links or giving credentials via fake messages.

Spear phishing: Targeted phishing aimed at a specific person or role.

BEC: Business Email Compromise — wire fraud via compromised email.

Simulated phishing: Safe internal test sent by your team to measure readiness.

Tabletop exercise: Discussion-based incident response practice.

Click-through rate: Percentage of simulated phishes that recipients clicked.


