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AI & DEEPFAKES

How To Spot An AI Voice-Clone Scam Call
Plain-English how-to. ~20 minutes. Recognize voice-cloning attacks and the verification habits that defeat
them.

Two years ago the FBI was issuing cautious early warnings about AI voice cloning. Today it's the leading scam
tactic against American families. The threshold collapsed: open-source tools can now generate a convincing
voice clone from three seconds of audio scraped off TikTok, YouTube, or a voicemail. The voice on the phone
is no longer evidence of identity. That single change has rewired every "is this really my kid / parent / boss"
assumption people use to verify a call.

The Federal Trade Commission reports rapid growth in scams driven by voice cloning, with imposter scams
remaining the single most reported fraud type — over 850,000 reports in a recent year, with median losses in
the thousands and worst-case losses in the hundreds of thousands. AI voice cloning is the multiplier: it takes
existing scams (grandparent scam, CEO fraud, kidnapping ransom hoax) and makes them dramatically more
convincing.

The mechanic is now trivially cheap. A scammer scrapes a 3-second clip from a public Instagram reel, uploads
it to a cloning service (some free, some $5/month), and within minutes can read any script in the target's voice.
Combine that with a spoofed caller ID showing the family member's real number, and the call appears to be
exactly what it claims to be. The grandparent picks up; the panicked voice begs for help; the lawyer takes the
phone; the money goes out.

The defenses people instinctively reach for — "I'd know my own son's voice," "caller ID showed his number,"
"he knew where I went to college" — no longer hold. Voices clone. Caller IDs spoof. Personal details get
scraped from Facebook, LinkedIn, and obituaries. The old verification methods are all broken. What still works
is a small set of pre-agreed signals between family members: a password phrase, a callback rule, and a couple
of questions whose answers cannot be found online.

Most coverage of AI voice scams is alarmist ("the scammers are unstoppable!") or hand-wavy ("be careful out
there"). Neither helps the grandparent at 11 PM with a sobbing voice on the line. What helps is a concrete,
practiced response that takes under sixty seconds to execute: ask for the password, hang up, call back on a
known number, and refuse to send money via any urgent, irreversible method.

By the end of this guide you'll know the eight giveaways of a voice-clone scam, the two-question verification
test that breaks even a perfect clone, the family password system that immunizes your household, and the
steps to take after a near-miss or successful scam. The whole setup takes about twenty minutes. The payoff is
permanent.

Quick snapshot
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What you'll learn How to recognize AI voice-clone scam calls and the household verification
habits that defeat them.

Skill level Beginner-friendly · Family-focused

Time required 20 minutes to set up; lifetime payoff

What you'll need A family password (chosen together), a callback rule, this reference card

Risk if you skip this Thousands to hundreds of thousands lost in a single call; emotional aftermath

PDF kit ■ Download at the bottom of this page

Why this matters

AI voice cloning is now cheap, fast, and accurate. Several open-source and commercial services can clone a
voice from 3–10 seconds of audio. The cloned voice can read any script in real-time or batch. Two years ago
this required ML expertise and significant compute; today a teenager with a credit card can produce a
convincing clone in minutes.

The FTC ranks imposter scams as the #1 reported fraud category. Voice cloning supercharges every imposter
scam: family-emergency calls, fake CEO directives at work, fake police callbacks, fake bank-fraud alerts. The
losses are growing fast — over $850,000 imposter-scam reports in a recent year, with median losses in the
thousands and worst-case losses in the hundreds of thousands. Almost all use the same playbook of voice +
spoofed caller ID + panic narrative.

The reason these scams succeed is engineered urgency. The voice plus the caller ID plus the panic story
bypass careful thinking. Pre-agreed verification rules (password, callback) restore careful thinking by removing
the need for in-the-moment judgment. The defense doesn't require detecting the clone — that's increasingly
impossible. It requires a verification mechanism that doesn't depend on the audio channel at all.

Before you start

Have a family meeting — include kids, parents, grandparents, anyone whose voice could be cloned or who
could be the target. Block 30 minutes when everyone is calm and present. This conversation is the foundation;
rushing it makes the defenses fail later.

Agree on a household password phrase. 2-3 random words, nothing findable on social media. Test it by calling
each other and using it once. Practice converts knowledge into reflex; reflex is what works during a panic call.

Print the reference card and place by every phone. The card is the circuit-breaker when panic kicks in. Tape it
to the wall next to the home phone, save it as a phone wallpaper, do whatever makes it visible in the stressed
moment when memory fails.

Step 1 — Know the 8 tells
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Common giveaways: urgency (must act now), secrecy (don't tell anyone), unusual payment (gift cards, wire,
crypto), emotional pressure (crying, fear), refusing video (only voice), callback resistance (don't hang up),
caller ID spoof (real number, wrong context), and scripted lawyer/officer/doctor handoff.

If three or more tells appear in the same call, treat it as a scam regardless of how the voice sounds.

Step 2 — Ask the password

The family password is the single most reliable verification. Pre-agreed, never written online, easy to
remember.

If the caller can't produce the password, hang up. Do not negotiate, do not offer hints. Hang up.

Step 3 — Ask an unscrapable question

Ask something only the real person could know — and that has never been posted anywhere. Bad: pet's name,
school. Good: "What did we eat at Thanksgiving last year?" or "What's the name of the gas station we always
stop at?"

A scammer cannot answer. A stall, a deflection, or a 'bad connection' excuse is the answer.

Step 4 — Hang up and call back on a known number

Always call back on the number you already have saved — never the number that called you, never a number
the caller gives you. Caller ID is unreliable; only your saved contact is trustworthy.

If you can't reach the supposed caller, call a sibling, parent, or any other relative for a sanity check.

Step 5 — Request video on a video-capable call

Voice clones are convincing; real-time deepfake video is harder but improving. Asking for a quick FaceTime /
video call still breaks most voice-clone scams.

If the caller refuses video, treat it as confirmation of the scam.

Step 6 — Refuse urgent unusual payments

Gift cards, wire transfers, crypto, peer-to-peer apps to strangers — never legitimate for emergencies. Real
hospitals, lawyers, police, and bondsmen do not accept gift cards.

Any payment request via these methods, combined with urgency, is conclusive evidence of a scam.

Step 7 — Lock down cloneable audio sources

Limit public audio. Tighten TikTok, Instagram, and YouTube privacy. Avoid posting long-form voice content
publicly. Generic voicemail greetings ("hi, leave a message") instead of "this is Sarah, leave a message."
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Adults whose voices are professionally public (podcasters, executives) cannot fully prevent cloning; the
password and callback rules become especially important for them.

Step 8 — Report the call

Report to FTC at reportfraud.ftc.gov and FBI IC3 at ic3.gov. Reports build the case against the operations
running these scams.

If money was sent, call your bank immediately — some wires can be recalled within hours.

PRO TIP

Voice Is No Longer Proof Of Identity.

Always verify with the family password — never with 'sounds like them.'

Always call back on a known number — never on the number that called.

Refuse gift card / wire / crypto / app-to-stranger payments for any 'emergency.'

Practice the password monthly so it's reflexive in a panic call.

If you want to go further: power-user upgrades

Power-user upgrade #1 — Set up household-wide call screening

iPhone Silence Unknown Callers and Pixel Call Screen route most scams to a screening prompt.

Trade-off: occasional friction with legitimate unknown callers.

Power-user upgrade #2 — Subscribe to FTC scam alerts

Get current AI/voice scam patterns in your inbox so the household stays aware.

Trade-off: occasional email.

Power-user upgrade #3 — Use a different password per relationship pair

Parents have one password with kids; siblings have another. Compromise of one doesn't compromise all.

Trade-off: more passwords to remember.

Power-user upgrade #4 — Pre-arrange a 'fake distress' code word

A second phrase that means 'I'm being coerced — call police.' Useful for kidnap / coercion variants.

https://reportfraud.ftc.gov
https://www.ic3.gov
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Trade-off: rarely needed; nice to have.

Power-user upgrade #5 — Talk to your bank about trusted-contact alerts

Banks can alert a designated relative on unusual large transfers.

Trade-off: occasional false alerts.

Power-user upgrade #6 — Quarterly family practice call

Once a quarter, role-play a fake panic call so the response is muscle memory.

Trade-off: 5 awkward minutes per quarter.

Common mistakes & pitfalls

Mistake — Mistake

Fix — Trusting the voice. AI clones are convincing. Trust the password, not the voice.

Mistake — Mistake

Fix — Trusting the caller ID. Numbers spoof easily. Caller ID is not verification.

Mistake — Mistake

Fix — Acting on the inbound call. Always hang up and call back on a known number.

Mistake — Mistake

Fix — Sending gift cards or wires before verifying. Both are effectively irreversible.

Mistake — Mistake

Fix — Skipping the password 'because we'd know.' You wouldn't, with a perfect clone.

Mistake — Mistake

Fix — Not reporting. Reports help law enforcement track operations.

Pro tips

Pro tip 1. Three-word random passwords ("copper window August") are easier to remember than single words.

Pro tip 2. Practice the password by phone, not in-person, so it works under phone-call conditions.

Pro tip 3. Caller ID showing the real number is now the rule, not the exception, in voice scams.

Pro tip 4. Refusing video is a strong signal of a clone — real family members will jump on FaceTime.

Pro tip 5. If you've already sent money, call your bank within the hour — some transfers can still be recalled.



How-To
AI & DEEPFAKES

Making Sense Of Security
Practical Cybersecurity, Made Simple.

MakingSenseOfSecurity.com/how-to/ai-threats/spot-ai-voice-clone-call
msos-howto-spot-ai-voice-clone-call-full.pdf · Page 6

Frequently asked questions

How little audio is needed to clone a voice?

As little as 3 seconds for some services; 10-15 seconds for high-quality clones. The trend is toward less audio
needed.

Can I tell from the voice itself it's fake?

Sometimes — flat affect, unusual pacing, occasional artifacts. But not reliably. Don't depend on ear alone.

Are video deepfakes a real risk too?

Yes, increasingly. But still harder than voice in real-time. A quick FaceTime ask still defeats most voice-only
scams.

What if the scammer knows personal details about me?

They almost always do — Facebook, LinkedIn, obituaries, public records. Personal details aren't verification.

Should I delete all my voice from social media?

Not realistic for most people. Focus on the password and callback rules instead.

What do I tell my elderly parents about this?

Three rules: (1) voice can be faked, (2) always hang up and call back, (3) never send gift cards or wires to
anyone urgently.

What if my kid's school calls about a real emergency?

Real schools / hospitals are fine with a callback. They'll wait two minutes while you verify the number from their
official website.

Quick recap — do these in order
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DO THIS RIGHT NOW

The 8-step recap.

Have the family meeting tonight; pick a 3-word password together.

Print the reference card and tape it next to every phone.

Save real phone numbers for every family member in your contacts.

Practice the password monthly via real phone call.

Set up call screening (iPhone or Pixel) on at-risk household phones.

Subscribe to FTC scam alerts.

Talk to your bank about trusted-contact alerts.

Refresh annually — the tech evolves; your defenses should too.

Mini glossary

Voice cloning: AI generation of a near-identical copy of someone's voice from a few seconds of audio.

Imposter scam: Any scam where the caller pretends to be someone the victim trusts (family, official,
executive).

Caller ID spoof: Faked phone number on caller ID; trivially done by scammers.

Family password: Pre-arranged phrase used to verify identity during a stressed call.

Deepfake: AI-generated audio or video impersonating a real person.

Trusted contact: Designated family member your bank can alert during suspected fraud.

Callback rule: Always verify inbound calls by hanging up and calling the person on a known saved number.


