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DO THESE IMMEDIATELY

1. Unplug network cables / disable WiFi. Do NOT shut down.
2. Photograph the ransom note with your phone.

3. Call cyber insurance carrier.

4. Do not click, reply, or pay until counsel is engaged.

PREVENT THIS — TURN ON

[l MFA everywhere + EDR on endpoints
[l Tested immutable backups

L1 Quarterly tabletop exercises
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