
How-To
POWER-USER · CHECKLIST

Set Up A YubiKey For Every Account — Checklist
Print and tick off. About 45 minutes for full enrollment.

Date completed: __________________
Re-run this quarterly. Each pass takes about 12 minutes.

Beginner — do these in order

1. Two YubiKeys purchased from yubico.com
Primary + Backup

2. Both enrolled on primary email
Gmail / Microsoft / iCloud

3. Both enrolled on password manager
1Password / Bitwarden / etc

4. Identity providers enrolled
Google, Microsoft, Apple ID

5. Financial accounts enrolled where supported
Bank, broker, crypto exchange

6. Social media + work accounts enrolled
Twitter, GitHub, Okta, etc

7. FIDO2 PIN set on both keys
YubiKey Manager

8. Backup codes saved
Per account, in password manager

9. Recovery tested from clean sign-out
Both keys work independently

10. Daily-carry plan in place
Primary on you, backup in safe

Advanced — if you want to go further

Third 'travel' key for border crossings

YubiKey configured for SSH

OpenPGP slot used for email signing

Passwordless Windows sign-in via key

Router/admin pages protected

TOTP disabled on key-enrolled accounts

Making Sense Of Security
Practical Cybersecurity, Made Simple.

MakingSenseOfSecurity.com/how-to/advanced/setup-yubikey
msos-howto-setup-yubikey-checklist.pdf


