STREAMING SECURITY - CHECKLIST

|: Making Sense Of :| How-To

SECURITY

tect Your Twitch Or YouTube Streaming Channel — Checl

Print and tick off. Most streamersfinish in 20 minutes.

Date completed:
Re-run this quarterly. Each pass takes about 12 minutes.

Beginner — do thesein order

|:| 1. Twitch 2FA enabled (authenticator app)
Settings - Security —» 2FA

|:| 2. YouTube / Google 2-step verification on
myaccount.google.com - Security

|:| 3. Dedicated streaming email created + 2FA'd
yourchannel.business@gmail.com style

|:| 4. Stream key never shown on stream
OBS settings off-camera

|:| 5. Sponsor verification habit in place
Email - check brand's contact page

|:| 6. OBS plugins from official sources only
obsproject.com

|:| 7. 2-3trusted mods set up
Twitch Mod / YouTube Studio Moderator

|:| 8. Off-channel emergency contact identified
Backup announcement plan

|:| 9. Linked apps reviewed and revoked if unused
Twitch Settings — Connections

Advanced — if you want to go further

|:| Google Advanced Protection with hardware key
[ ] Dedicated streaming PC or VM

[ ] sandbox sponsor attachments

|:| Quarterly stream key rotation

|:| Separate browser profile for creator dashboard

[ ] SIEM/Iog review for OBS network
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