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How To Secure Your Patient Portal Account

Plain-English how-to. ~25 minutes. The 8 settings every MyChart / Epic / Athena patient should change today.

Your patient portal — MyChart, Athena, FollowMyHealth, or whichever badge your hospital network uses —
holds the most intimate inventory of you that exists in any single system. Diagnoses going back decades.
Every medication prescribed. Lab results, imaging, surgical history, immunization records, billing statements,
insurance information, and increasingly, mental health notes. For someone planning identity theft, medical
fraud, prescription-drug diversion, or simple blackmail, the portal is the highest-value target most people own
and the least-defended.

The Department of Health and Human Services' Office for Civil Rights tracks healthcare breaches affecting
more than 500 patients. The list is staggering: the most recent year saw over 130 million patient records
exposed across reported breaches — more than one record exposed for every three Americans. A meaningful
fraction trace back to compromised patient portal accounts, often via reused passwords or absent two-factor
authentication.

What makes healthcare data worth defending is what makes it dangerous when stolen. Unlike credit cards, you
cannot "cancel" a diagnosis. Medical-identity theft is among the hardest fraud types to remediate: false
treatment records get inserted into your file, fraudulent prescriptions get filled in your name, and the cleanup
process — explaining to a hospital that the previous-month emergency visit wasn't actually you — can take
years and sometimes never fully resolves. Several state regulators have documented cases where patients
couldn't get insurance to cover real care because their files showed contradictory fake-history records.

Most patient-portal security advice is generic password hygiene that fails to address the specific shape of
healthcare risk. Hospitals enable 2FA by default on staff accounts but make it optional and often-hidden for
patients. Family-account-sharing is common (one login covers spouse, parents, kids), multiplying blast radius.
And insurance-side portals (your insurer's website) often have weaker security than the clinical portal, because
they're built for billing rather than HIPAA-covered clinical data.

The good news is that portal security is largely a one-evening project. The settings exist; they're just buried.
The 8 changes in this guide cover authentication, account recovery, family-member access, login-alert email,
billing protection, and what to do if a breach notification arrives in the mail. Every step is concrete and works on
every major US portal (MyChart, Epic, Athena, FollowMyHealth, NextGen).

By the end of this guide your patient portal will be among the better-defended accounts you own. You'll have
2FA on, recovery email locked, family-share configured intentionally instead of accidentally, login alerts in your
inbox, and a one-page reference card so anyone in the household can repeat the setup on their own portals.

Quick snapshot

Making Sense Of Security MakingSenseOfSecurity.com/how-to/health/secure-patient-portal




HEALTHCARE

I: Making Sense Of ] How-To

SECURITY

What you'll learn The 8 portal settings that actually matter — auth, recovery, family share, alerts,
billing, breach response.

Skill level Beginner-friendly

Time required 25-40 minutes

What you'll need Access to your patient portal account, authenticator app or phone, password
manager

Risk if you skip this Medical identity theft, prescription diversion, insurance fraud, blackmalil

PDF kit m Download at the bottom of this page

Why this matters

The HHS Office for Civil Rights reported over 130 million patient records exposed in a single recent year —
more than one record for every three Americans. Patient portals are increasingly the entry point: weak
passwords, absent 2FA, accidental family-share, and credentials reused with breached consumer services.

Medical identity theft is the hardest fraud to remediate. You can replace a credit card; you cannot replace a
diagnosis history. Fraudulent treatment records get inserted into your file. Phantom prescriptions get filled in
your name. Wrong blood-type or allergy entries can become life-threatening in an emergency. The cleanup
process — convincing a hospital that the previous-month visit wasn't actually you — frequently takes years and
sometimes never fully resolves.

Patient portal accounts are also a prescription-drug diversion target. A compromised account can be used to
request refills, especially for controlled substances, that get redirected to a different pharmacy. The DEA has
documented organized rings that target portal credentials specifically for this purpose. The financial
consequences flow downstream too — insurers can deny coverage when claims look inconsistent, and
disputing requires hours on the phone with whichever party last touched the record.

Beforeyou start

Have your portal login handy. If you don't know it, request password reset via the official portal app or hospital
website — never via a link in an email, which is a common phishing vector.

Install an authenticator app (Aegis on Android, Raivo on iOS, or your password manager's TOTP). The 6-digit
codes from the app are more secure than SMS codes.

Block 30-40 minutes in one sitting. Don't try to fix every family member's portal at once — start with yours, then
schedule a separate session for each other adult in the household. Children and minors usually have a
separate parent-controlled portal that's worth doing third.

Step 1 — Use a strong unique passwor d gener ated by your manager
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Patient portals are prime credential-stuffing targets. A password reused on a forum that got breached will be
tried on portal logins automatically by attackers running breach databases against major healthcare networks.

Generate a 16+ character password in your manager, save it. Never type the portal password manually —
typing means you remember it, which usually means it's short and predictable. The manager handles
complexity for you, and the autofill habit reduces phishing risk because the manager only fills on the legitimate
domain.

Step 2 — Turn on two-factor authentication

Every major portal supports 2FA but rarely defaults it on. Settings — Security — Two-Factor Authentication.
Choose authenticator app over SMS.

Some portals only offer SMS — use it if that's all that's available. SMS 2FA is weaker but still vastly better than

password-only.

Step 3 — L ock down account recovery email

Most portals let you reset password via email. If your recovery email is compromised, your portal is too.

Use an email account with strong password + 2FA. Avoid shared family inboxes for portal recovery.

Step 4 — Audit family / proxy access

Most portals let you grant access to spouse, parents, or adult children. Check what's currently shared. Remove
access for relationships that ended.

Especially check: ex-spouses, separated partners, estranged adult children. Old access often persists silently.

Step 5— Enablelogin alerts

Most portals can email you on new login or password change. Turn this on so unauthorized logins surface
immediately.

Add the portal alert email to your safe-senders list so it doesn't go to spam.

Step 6 — Review billing and insurance settings

Portals often store credit cards for copay autopay. Verify the card on file is correct; remove any unrecognized
cards.

Check insurance info — confirm correct insurer / member ID. A compromised account can change insurance
details to redirect billing.
Step 7 — Review messaging and prescription history

Once a quarter, scan recent messages and prescription history. Anything you didn't initiate is a red flag — call
the practice immediately.
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Same for appointments — phantom appointments are a fraud indicator.

Step 8 — Subscribeto free credit / identity monitoring

Hospital breach notifications increasingly come with free credit monitoring. Accept it.

Also: place a free fraud alert at all three credit bureaus (Experian, Equifax, TransUnion). Reduces
account-opening fraud and is free under federal law.

Consider a credit freeze, which is stronger than a fraud alert — it prevents new credit accounts from being
opened in your name without your explicit thaw. Freezes are free, easy to set up via each bureau's website,
and you can temporarily thaw them when you need to open new credit yourself. The combination of credit
freeze plus active portal monitoring catches the majority of medical identity-theft fallout early.

PRO TIP

Patient Portals Are High-Value | dentity Theft Targets.
Strong unique password + 2FA + locked recovery email. Non-negotiable.
Audit family / proxy access annually — old access persists silently.

Login alerts on. Read every alert email.

Quarterly review of messages, prescriptions, billing.

If you want to go further: power-user upgrades

Power -user upgrade #1 — Use a dedicated email aliasfor medical accounts

iCloud Hide My Email or Firefox Relay alias for the portal recovery email — leak isolation.
Trade-off: extra alias to manage.

Power -user upgrade #2 — Hardwar e security key on the recovery email

YubiKey on the email account that recovers portal access. Phishing-resistant.
Trade-off: $30 + carrying the key.

Power -user upgrade #3 — Freeze your medical-record filewith MI1B

The Medical Information Bureau is the insurance-industry equivalent of the credit bureaus. You can request a
free copy and dispute errors.
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Trade-off: 10 minutes once a year.

Power -user upgrade #4 — Set up Explanation of Benefits (EOB) review habit

Read every EOB your insurer sends. Phantom claims show here first.

Trade-off: 5 minutes per EOB.

Power -user upgrade #5 — Separ ate vault entry for each portal

If you use multiple portals (cardiologist, dermatologist, pediatrician), keep each in your password manager with
notes about which records live where.

Trade-off: more vault entries.

Power -user upgrade #6 — Subscribe to HHS breach notification feed

HHS publishes major breaches. Subscribing tells you immediately if your provider was hit.

Trade-off: occasional email.

Common mistakes & pitfalls

Mistake — Mistake

Fix — Reusing portal password with email, banking, or shopping accounts. One breach unlocks everything.
Mistake — Mistake

Fix — Skipping 2FA because 'it's annoying.' Costs 5 seconds per login; prevents most account takeovers.
Mistake — Mistake

Fix — Keeping ex-spouse / ex-partner proxy access. Audit and remove.

Mistake — Mistake

Fix — Ignoring breach notification letters from hospitals. They often include free monitoring you should claim.
Mistake — Mistake

Fix — Sharing your portal password with adult children ‘just in case.' Use formal proxy access instead.
Mistake — Mistake

Fix — Not reviewing EOBs or portal billing. Phantom charges show here first.

Protips

Pro tip 1. Generate a separate password for each portal you use — don't reuse across hospital hetworks.
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Pro tip 2. Save the patient-relations phone number in your contacts so you can call quickly if something looks
off.

Pro tip 3. If a breach notification arrives, claim the free monitoring AND change the portal password.
Pro tip 4. Print the reference card for older relatives so they can do their own portal setup.

Pro tip 5. Check your MIB report annually — like a credit report, but for insurance.

Frequently asked questions

What if my hospital portal doesn't offer 2FA?

Use a strong unique password, monitor login alerts closely, and ask the hospital when 2FA will be available.
Many roll it out in stages.

Should | use the portal mobile app or the web?

Either is fine. Apps often have biometric unlock (face/fingerprint) which adds a useful extra layer.

Can | share my portal with my spouse?

Use formal proxy access instead of sharing passwords. Most portals support it.

What about minors' portals?

Parents typically have full proxy access until the child is 13-18. After that, access often switches to
teen-controlled. Plan ahead.

What if | seea prescription | didn't request?

Call the practice immediately. Don't refill, don't ignore. Phantom prescriptions are an identity-theft tell.

Ismedical identity theft really common?

Yes — the FTC tracks it as a significant subset of identity fraud. Affected victims often spend years cleaning up
records.

Should | freeze my credit too?

Yes. Free at all three bureaus. Doesn't affect existing accounts; blocks new account opening in your name.

Quick recap — dothesein order
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DO THIS RIGHT NOW

The 8-step recap.

Generate a strong unique password for your patient portal in your password manager.
Turn on 2FA — authenticator app preferred, SMS if not available.

Lock down the recovery email account (strong password + 2FA).

Audit current proxy / family access. Remove anyone who shouldn't be there.

Enable login alerts and add to safe-senders.

Review billing, insurance info, prescriptions, messages for anomalies.

Subscribe to breach notifications; claim any free monitoring offered.

Freeze credit at Experian, Equifax, and TransUnion.

Mini glossary
Patient portal: Online account for accessing your medical records — MyChart, Athena, FollowMyHealth, etc.

Proxy access: Formal mechanism allowing a designated person to access your portal.

Medical identity theft: Use of your medical identity for fraudulent treatment, prescriptions, or insurance
claims.

EOB: Explanation of Benefits — insurer statement showing claims paid on your behalf.
MIB: Medical Information Bureau — clearinghouse of insurance-related health info.
2FA: Two-factor authentication — second proof of identity beyond password.

HIPAA: US law governing protection of patient health information.
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