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DO THESE IMMEDIATELY

1. Isolate affected systems from network immediately.
2. Pull the recovery runbook (printed + offline copy).
3. Restore from the most recent verified backup.

4. Document timeline; notify cyber insurance carrier.

PREVENT THIS — TURN ON

[l 3-2-1 with air-gap or immutable storage
[1 Quarterly restore tests

[l Documented runbook stored offline
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